Online Surveys: signs of compromise and what to do about it

Signs of compromise and detecting fraud:
1) Rush of completed surveys, for targeted population and/or historical accrual. Example, one day or week’s rate 8 times typical during the same period. Another example, number of surveys submitted in one 12 hour period equal to those over prior 9 months.
2) Survey completion time was minimal.
3) Inconsistent response patterns or suspicious responses atypical for the targeted population.
4) Unusual email addresses, patterns across email addresses, repeated use of same email addresses, name and email do not match.
5) Responses emerging from other countries without direct recruitment.
6) Missing elements of contact information.
7) Provided address does not match GPS coordinates and includes international respondents.
8) Unlikely participants. Example 1, study targeting Latinx population, but less than 20% of surnames Spanish. Example 2, study targeting female breast cancer survivors, responses male or seemingly unaware of common outcomes and symptoms.
9) Responses have straightlining; for example, all answers are c or yes.

When likelihood of compromise/fraud detected:
1) Halt study
2) Report to funding sources and IRB.
3) Modify protocol and associated documents to implement prevention measures. May have to ask for increase in subject population size for recruitment to compensate for fraudulent responses that have been withdrawn.

Response and prevention measures:
1) Add CAPTCHA.
2) Cover letter modification to indicate that ineligible and/or incomplete responses will be/have been withdrawn without the subject’s permission. Example, “We have had some fraudulent responses. Please call this telephone number to discuss your response with staff.”
3) Direct contact with study team needed to obtain unique survey link.
4) Require physical address for remuneration
5) Require that a name be re-entered several times in survey.
6) Use an honesty pledge at the start of the survey. Example, “I attest that I am not representing myself falsely in this survey and I truly meet all eligibility requirements.”
7) Put survey on a secure site that requires a unique username and password, which cannot be reused.
8) Embed an eligibility question check among the survey items. For example, “Do you own a microwave oven? a – yes; b – no; c – not applicable.” Obviously people own a microwave oven or they do not. Answering c here is a giveaway that this is not a true response.
9) For first week or two of study, monitor responses daily, then regularly throughout life of the survey. You can set the survey so that you get a notice every time one has been completed.
10) Train all study staff to be able to recognize signs of fraud.
11) Share experiences with colleagues. Online survey compromise is, unfortunately, a growing threat to research.
12) Note that many survey companies, such as Qualtrics, offer services to combat fraud, but often at a price. They do offer a great deal of helpful advice, usually for free.

Is your study so compromised that you need to start over?
1) Can you determine which data/responses are bad ones?
2) How much bad data exists within the data set?
3) Can you contact all respondents as a way to check for legitimate responses?

[bookmark: _GoBack]In order maintain the integrity of your data it may be that identifying the respondents and retaining identifying information for some time as a way to be able to contact them becomes necessary. This may move your human subjects protocol from IRB level of review exempt to expedited or even full board review. Although this may take a bit of extra time to secure approval, the LBNL Human Subjects Committee has a very good record on timely responses and reviews. Contact HARC staff with any questions: harc@lbl.gov.


Most of the data here are taken from a presentation at the 2020 Public Research Integrity in Medicine and Research presentation of Danielle Griffin, EdD and Lorraine R. Reitzel, PhD “Online Research: Design and Review in a World of Bots, Hackers, and Poorly Written Surveys”.
