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Standard
Identifiers
California Consumer Privacy Act (CCPA), updated by California Privacy Rights & Enforcement Act (CPRA) which goes into effect Jan. 1, 2023
· Most important feature: applies to businesses, does not include publicly available information. Could potentially apply to shared information of value. This would not normally apply to LBNL researchers, but could potentially apply to their sponser.

1) Businesses must communicate their privacy practices and must inform consumers at or before point of collection what categories of personal information will be collected and the purposes for which they will be used. Consumers have right of erasure, but research is an exception to this.
2) Medical information governed by other CA regs and personal health information collected by covered entities (as defined in HIPAA) are not subject to CCPA. This has been strengthened by further legislation in response to concerns from the research community.
3) De-identification standards same as those in HIPAA.
4) Businesses selling or disclosing deidentified health information are required to notify consumers of such a practice in their privacy policies, specifying that information is deidentified.
European General Data Protection Regulation (GDPR): considerations
· Most important feature: right of erasure for all subjects.

1) Data/tissues must be anonymous at the time of processing, but not at the time of collection.
2) They must be irreversibly anonymous.
3) Required pseudonym – replace all identifiers with a code/codes
4) The consent form must be very specific about privacy protection and (5)
5) Data/tissues must have an expiration date, after which they must be destroyed.
