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CARD ACCESS DOORS
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BERKELEY

SECTION 281313.11 – CARD ACCESS SYSTEM
PART 1 -  GENERAL

1.1 SUMMARY

A. Related Documents:

1. Drawings and general provisions of the Subcontract apply to this Section.

2. Review these and any related documents for coordination with additional requirements and information that apply to work under this Section.

B. Work may Include:

1. Access Control Alarm Monitoring System (ACAMS) Picture Perfect 

2. Access Control & Security Devices.
3. Access Control Door Hardware.

4. Access Control Controller Assembly (required LBNL design, no substitutions).

5. Conduit & Boxes.
C. Related Sections:

1. Division 01 Section 010000 “General Requirements."
2. Division 01 Section 013500 "Special Procedures."
3. Division 07 Section 078413 "Penetration Firestopping".

4. Division 08 Section 087100 "Door Hardware".

5. Division 26 Section 260500 "Common Work Results for Electrical".

6. Division 26 Section 260523 "Low-Voltage Electrical Power Conductors and Cable."

7. Division 26 Section 260526 "Secondary Grounding for Electrical Systems".

8. Division 26 Section 260533 "Electrical Conduit".
9. Division 26 Section 260533.13 "Boxes for Electrical Systems".

1.2 REFERENCES  

A. General:

1. The following documents form part of the Specifications to the extent stated. Where differences exist between codes and standards, the one affording the greatest protection shall apply.

2. Unless otherwise noted, the referenced standard edition is the current one at the time of commencement of the Work.

3. Refer to Division 01 Section "General Requirements" for the list of applicable regulatory requirements.

B. ANSI/NFPA 70 – National Electrical Code.
C. CEC – California Electrical Code.
D. LBNL Facilities Department Lateral Force Design Criteria.

E. UL – Underwriters' Laboratories:

1.3 SYSTEM DESCRIPTION

A. Furnish and install new access control equipment using multi-technology card readers, wiegand interface units, and Micro/5 PXNplus’s that are fully compatible with the existing UTC Picture Perfect (Integrated) access control system.  Refer to Plans and Details for system layout.
B. Provide all additional labor, materials, equipment, Micro/5(s) and testing, etc., necessary to provide a complete and properly operating card access control system in accordance with the requirements and criteria of these Specifications and Drawings including, but not limited to, the following:

1. Supply and install new multi-technology card readers, electrical door hardware, associated monitoring devices, contacts, local noise devices, field panels, cabinets, tampers, and cabling which will operate, control, and monitor the specified access points within the building and selected control areas as specified on the Drawings.
2. Supply and install new conduit and junction boxes with pull strings.  No loose cable pull should be visible from below the finished ceiling.

3. All cables between the Security Junction Box and the Micro/5 may be provided and installed by LBNL (if wire run is through existing conduit).  A service loop will be left at each end long enough to reach their termination points, and each cable will be labeled on each end.  

4. Provided and install all other cables from the Security Junction Box to the devices per Plan Details.
5. The modification, replacement, termination and testing of existing installed card access devices and door hardware to electronically control authorized access.
6. Drawings are intended to be diagrammatic and not to be scaled off of.   The exact installation locations shall be coordinated with the Project Manager.

C. These Specifications and associated drawings are not intended to be all-inclusive.  Refer to associated Specification Sections.
1.4 DESCRIPTION OF OPERATION

A. The Access Control System shall monitor and control ingress and egress of authorized personnel as well as monitoring digital input alarm points.

B. The Access Control System shall, upon receiving a signal from a reader activated by an authorized card, activate an electronic opening device (i.e., electric lock) to allow access.  Should an attempt be made to enter with an unauthorized card, the electronic device shall not be activated.  A door forced alarm shall be available to indicate the opening of a monitored door without the use of an authorized access card. A local siren will be available to indicate a door alarm.  If the door is held open longer than the programmed period allocated, a local piezo shall be available to sound a pre warning alarm until the door is closed.  A Request to Exit device shall be incorporated to allow exiting from the secured side without generating an alarm.

C. The Emergency Exit Only (EOO) doors shall not be used unless it is an emergency.  The doors will be alarmed 24/7 and are to have signage stating, “EMERGENCY EXIT ONLY, DOOR ALARMED”, to be provided and installed by the Security Integrator.  A local siren will be available to indicate a door alarm.

D. The Exit Only (EO) doors shall use a Request to Exit device to allow exiting from the secured side without generating an alarm. A local siren will be available to indicate a door alarm.  If the door is held open longer than the programmed period allocated, a local piezo shall be available to sound a pre warning alarm until the door is closed.  

E. The Access Control System shall, upon receiving an alarm, be capable of activating a local alarm horn at the monitored door for a forced door and hold open condition.  The system shall also be capable of generating a pre warning alarm at the monitored door prior to setting off the door hold open alarm.  Specific field conditions may exist which would prohibit the use of local noise devices.  Refer to floor plans for these conditions.
F. The security operators shall be notified of the alarm condition by a computer terminal with programmable text messages describing each alarm location and the procedures to follow.

G. All card readers shall be configured to allow access through its respective door only when a valid access code is presented and the card identification number is authorized for that location and time period.  If all conditions are met, a signal shall be sent to the appropriate control hardware, the associated alarm contact(s) (if any) shall be shunted and the electric locking device shall be deactivated.

H. Communications from the Micro/5 PXNplus(s) shall be transmitted to the existing Host Computer via LBNL provided hardwired telephone communications circuits or by LBNL provided network equipment.  Termination of the Card Access Equipment to LBNL communications circuits and network equipment shall be done under the supervision or direction of LBNL.  Each Micro/5 PXNplus shall utilize an approved firewall to connect to the LBNL network.  Locations off the LBNL main site shall have a dial up modem in each Micro/5 PXNplus.
1.5 SUBMITTALS

A. Submit under provisions of Division 01 Section "General Requirements."

B. Submit as-built drawings 

1.6 QUALITY ASSURANCE

A. Products shall be tested, approved and labeled/listed by Underwriters Laboratories, Inc. (UL), or by a nationally recognized testing laboratory (NRTL) as listed in Division 26 Specification "Common Work Results for Electrical."

B. When the ACAMS controller and/or power supplies and batteries are mounted in custom cabinets/backplanes built to the LBNL Control Panel design standards, no substitution or modifications allowed without written approval by both LBNL Engineering and LBNL Environmental Health & Safety.

C. Electrical equipment and materials shall be new and within one year of manufacture, complying with the latest codes and standards. No used, re-built, refurbished and/or re-manufactured electrical equipment and materials shall be furnished on this project.

1.7 DELIVERY, STORAGE, AND HANDLING

A. Deliver materials to site in unopened cartons or bundles as appropriate, clearly identified with manufacturer's name, Underwriter's Label, grade or identifying number.

1.8 ENVIRONMENTAL CONDITIONS

A. Earthquake Loading: Zone 4, per UBC and the LBNL Lateral Force Design Criteria.

B. Ambient temperature range (indoor): 10°C to 40 °C.

C. Ambient temperature range (outdoor): 0°C to 55 °C.

D. Relative humidity (indoor): 20 percent to 80 percent RH

E. Humidity (outdoor): 0 percent to 95 percent at 40°C

PART 2 -  PRODUCTS

2.1 MATERIALS AND EQUIPMENT
A. Substitutions shall be submitted for approval in accordance with Division 01 Section "General Requirements", Paragraph 1.8.E.3 - Specified Items - Substitutes.  

B. The  MICRO/5 PXNplus shall have the following features:

1. The MICRO/5 cabinet is configured to facilitate two fully loaded MICRO/5s and associated components.  
2. The MICRO/5 PXNplus shall be modular with a passive back-plane and capable of operating a minimum of 16 supervised card readers and associated door hardware, 20 supervised digital alarm inputs and 16 relay programmable outputs.

3. The MICRO/5 PXNplus shall provide means of communications between field devices and the existing host computer.  These devices shall have the ability to process local transactions whether on or off line with the host computer.

4. The MICRO/5 shall monitor intrusion and tampering, granting or denying access based on the card presented to the reader.  Both the access control and alarm monitoring functions shall be integrated in one unit.

5. The MICRO/5 PXNplus shall contain a dedicated host communication port with RS-232 and RS-422 capability and shall be able to communicate up and downstream with another MICRO/5 PXNplus via one of those ports.
6. All Off-Site locations and any Property Protected Area Micro/5 PXNplus shall have a dial up modem backup in addition to the primary network communications path.
7. The MICRO/5 PXNplus controller shall be a micro processing control unit and a decision-making computer in its own right and shall continue card transactions in the event of communications loss with the host computer.  It shall be equipped with enough memory to keep 14,000 resident badge records as well as 5,000 access transaction records and 2,500 alarm records in memory in the case of a communications link failure.  These records shall be restored to the host computer automatically when communications is restored.

8. The MICRO/5 PXNplus shall be delivered with at least one Digital Input (20-DI) Board installed.  The Input Board shall provide for twenty (20) inputs, fully supervised by end-of-line resistors.

9. The MICRO/5 PXNplus shall support, but not have installed, an optional Digital Output (DO) Board unless otherwise stated.  The Output Board shall provide sixteen (16) open collector outputs to control output devices.  The Output Board shall include complete input/output surge protection.

10. The MICRO/5 PXNplus shall be delivered with at least one Digital Output Relay (16-DOR) Board installed.  The Output Board shall provide sixteen (16) relay outputs rated at 2 amps.  Eight (8) relays may be configured as normally open or normally closed; the remaining eight relays are to be configured normally open.

11. The MICRO/5 PXNplus shall be delivered with two 8 Reader Processor (8RP) Boards installed.  Each board shall handle eight (8) proximity readers in supervised mode.

12. The MICRO/5 PXNplus’s shall be of, but not limited to, the following:

a.  MICRO/5 PXNplus Type "A":
GE-Security Micro 5/PXNplus.

b.  MICRO/5 PXNplus Type "B":
GE-Security Micro 5/PXNplus Network Micro with daughter board modem.  This device to be programmed by LBNL Facilities Electronics Shop.
C. Card Readers shall be multi technology type that support both 125 kHz proximity and 13.56 MHz contactless smart cards.  They are to have a nominal read range, using a standard proximity card, of up to 8 inches when installed to manufacturer's specifications.  The readers shall be FIPS201/PIVII compliant.  The readers shall be capable of operation from 12vdc.  The readers shall be capable of interior and exterior mounting.  

1. The Card Readers shall be of, but not limited to, the following or LBNL approved equivalent:

a. Schlage SXF2100-PIV mid-range card reader shall mount to a single-gang plaster ring for recessed boxes, or to a Bud Industries CU-3283 box for surface or metal wall mounting. Maximum dimensions of the reader shall be 5.85"H x 4.50"W x 1.45"D. 
b.  Schlage SXF2110-PIV mid-range card reader shall mount to a single-gang plaster ring for recessed boxes, or to a Bud Industries CU-3283 box for surface or metal wall mounting. Maximum dimensions of the reader shall be 5.85"H x 4.50"W x 1.45"D. 
c. Schlage SXF1110-PIV mullion card reader shall mount to a single-gang plaster ring for recessed boxes, or to a Bud Industries CU-3283 box for surface or metal wall mounting. Maximum dimensions of the reader shall be 5.85"H x 1.72"W x 1.14"D. 

2. The subcontractor, to facilitate installation of new Schlage at existing locations by replacing the existing back boxes with Bud Industries CU-3283 box or use existing cutouts, shall provide custom mounting plates when required.  The subcontractor shall not install readers behind the glass without consent of LBNL Facilities Electronics Shop.  The readers located at glass store front type doors can be mullion readers or single gang readers mounted on Bud Industries CU-3283 box on the side of the mullion.
D. Electric Locking Devices shall be 24 VDC, continuous duty, fail secure, unless otherwise noted on the Drawings, Details, or as directed by the Project Engineer.  All electric locking devices shall be furnished, installed, wired and tested by the subcontractor. The Subcontractor shall furnish all hardware in accordance with specification 08700 unless noted otherwise on the Drawings or Details.  
1. Furnish and install all of the materials listed below and in the Details.
2. Review the Details and Schedules to identify any additional components required to provide a complete and operable system.  Verify all quantities with those shown on the Drawings and Details.

E. Electric Power Transfer Hinge shall be full mortise, butt hinge with concealed wires.  Use the Command Access ETH8W or hinges shall match existing. All hinges shall match size and weight unless otherwise field verified by the Subcontractor that a “Non Standard” hinge is required for a particular application.  All hinges shall be an eight wire, 24 gauge, and be center to center wire access holes, UL-F rated, and be constructed of stainless steel unless otherwise stated on the drawings.  All stainless steel hinges shall be mounted with stainless steel screws, no exceptions. The Subcontractor shall furnish all hinges in accordance with specification 08700 unless noted otherwise on the drawings.  All exterior transfer hinges shall be of stainless steel material.
F. Magnetic Alarm Contacts shall be provided and installed at each door as specified or indicated.  Match color of contact to mounting area where possible.  Alarm contacts shall detect an unauthorized entrance into a secured area and send an alarm signal to the MICRO/5 PXNplus.  Switches shall be single-pole, single-throw (SPST) devices, tested and proven capable of indicating an alarm signal when the protected door is opened a minimum of one (1) inch on the latch side.  All switches shall have end-of-line resistors installed at the switch and in no case shall the end of line resistors be installed at the field panel.
1. Switches shall be installed as detailed below:

a. Contact Type "A":
GE-Security 1078W recessed alarm contacts, wide gap.

b. Contact Type "B":
GRI 4400-A
surface mount contacts.

c. Contact Type "C":
GRI  TSW-01 Cabinet  Tamper Contact, plunger.

d. Contact Type "D":
GRI 4532 AND 4532L curtain (roll up) door contacts.

e. Contact Type "E":
GRI 4400AB
chain link door and gate contact

f. Contact Type "F":
GE-Security 2845T explosion proof contact.
g. Contact Type “G: GRI 4400 cabinet tamper switch.

G. Passive Infrared Request-to-Exit (PIR/REX) Sensors: The REX sensor shall reliably detect someone approaching the monitored door early enough to activate a dual form C relay contact to bypass the door alarm.  The sensor shall be field adjustable for a latch time from 0.25 to 60 seconds, 12 (or 24) VDC operation, fail secure or fail safe upon power loss, and shall have adjustable detection pattern masks for the two outer zones.  The REX shall be installed and adjusted to prevent false exit requests.

1. The REX Sensors shall be installed as detailed below:

a. REX Type “A”:
Detection Systems Model DS-160i (Light Grey)

b. REX Type “B”:
Detection Systems Model DS-161i (Black)

H. Power Supplies: The power supplies shall be board only, 12 or 24 VDC output, battery backed up with automatic switching, and shall provide a continuous supply current of at least 10 amps.  Two form C relay contacts shall show AC Power Fail and Battery Fail/Low Battery voltage, and shall be connected to the proper alarm input points on the MICRO/5 PXNplus with End of Line Resistors at the power supply.  Refer to Drawings for actual power supply selection at each panel location.

1. The Power Supplies shall be of, but not limited to, the following:

a. MICRO/5 PXNplus, Card Readers and Request to Exit Sensors: Altronix AL1012ULXB (board only) 12 VDC.  One (1) AL1012ULXB shall be used per Micro/5.
b. Lock Relay Boards: Altronix AL1024ULXB (board only) 24 VDC. One (1) AL1024ULXB shall be used per Micro/5.

c. Auxiliary Power: See Drawings for type of power supply.

d. Batteries:  Ultra Tech Model IM12120, 12 Volt, 12 AMP no substitutions.
e. The power supplies and the batteries each shall have separate enclosure and be separate from the control panel enclosure.  The battery enclose shall be directly below the control panel enclosure and the power supplies shall be on either side of the control panel enclosure.
I. Data Communications:

1. Network circuits for use with a Micro/5 PXNplus
a. LBNL shall provide the network drop cable to the MICRO/5 as well as the IP and Gateway Address for the MICRO/5 PXNplus.

b. Contractor shall provide and install the switch and firewall(s).  Each Micro/5 requires one firewall.

c. Contractor shall provide and install all interconnection cables, connectors and connector hoods to complete the connection to the switch.
d. Firewall shall be a Cisco Model RVS4000.

e. Network switch shall be a Cisco SMD2005.
J. Enclosures:  Cooper B-Line shall manufacture all enclosures unless otherwise noted.  All “Head End” enclosures shall be vented on the top side and opposite lower side.  Enclosure size shall be specified on the Control Panel/power supply/batteries drawings.  A “data pocket” Hoffman part number A-DP3 shall be mounted to the door of the enclosure.  Refer to drawing details for specific enclosure requirements.
K. Low Voltage Power Distribution Relay Board: Base Electronics, Model MAC8-12 with 8 isolated 12 VDC relays and Base Electronics fuse boards PM8.

L. Low Voltage Power Distribution Board: Base Electronics, Model PM8R with 8 isolated power thermo coupler (PTC), Class 2 outputs.

M. Security Screws:  All cabinets and junction boxes are to be secured using approved security screws.  Coordinate with LBNL Facilities Electronics Shop for exact style security screw.
N. Low voltage power distribution board: Base PM8 for internal 12vdc power.

2.2 WIRE AND CABLE (3 ELEMENT cOMPOSIT cABLE, wINDYCITY wIRE p/N X-700313-001)
A. Lock Power Cabling:
Unless otherwise specified, 24 VDC lock power cabling shall be part of the 3 element Composite Cable Plenum rated P/N X-700313-001, Windy city Wire shielded 18 AWG, 2 conductor, no substitutions.

B. Card Reader WU4 & Piezo/Siren Cabling:
Unless otherwise specified, card reader data cabling shall be part of the 3 element Composite Cable Plenum rated P/N X-700313-001, Windy city Wire shielded 18 AWG, 3 PAIR, no substitutions.

C. Alarm Contact Cabling:
Unless otherwise specified, alarm cabling shall be part of the 3 element Composite Cable Plenum rated P/N X-700313-001, Windy city Wire shielded 18 AWG, 4 conductor, no substitutions.
2.3 ELECTRICAL REQUIREMENTS

A. Coordinate all electrical requirements with the Project Manager.  Unless otherwise noted, all 120 VAC power wiring and associated raceway work shall be provided by LBNL.  The completed work will be left in a locked-out, tagged-out condition, unless outlet only wiring is to be provided.  The subcontractor shall check the adequacy and correctness of all power wiring work and shall be responsible for terminating 120 VAC wiring to security system equipment if required.  The subcontractor shall give 24-hour notification in writing of being ready to apply power to the security system equipment.

B. If the LBNL provided power raceway and wiring is not proper or adequate, the subcontractor shall notify the Project Manager, in writing, requesting that a correction be made.  Costs for replace or repair of equipment resulting from a failure of the subcontractor to provide proper notification, in writing, of improper or inadequate power raceway and wiring work shall be borne by the subcontractor.

PART 3 -  EXECUTION

3.1 INSTALLATION

A. MICRO/5:

1. Anti-Static precautions shall be used at all times when working in or around the Micro/5 card cage and especially when handling the pc boards.  The use of a conductive anti-static wrist strap, firmly grounded to the grounding stud of the micro case, is mandatory.

2. Special care shall be taken during installation of the MICRO/5 to keep metal chips and other foreign matter from falling into the enclosure.  Inspect everything inside the MICRO/5 enclosure prior to applying power. 

3. The Micro/5 PXNplus CPU and related boards shall be new, unopened, in its original packaging.  The “Flashing” and configuration of the PXNPlus CPU will be performed by LBNL Facilities Electronics Shop.  “Network Drop”, “IP Request”, “Access rules in Firewall” shall be performed by the LBNL Facilities Electronics Shop.  The subcontractor shall provide final termination of all Micro/5 PXNplus units, firewalls, and switches to the LBNL provided network.
4. LBNL Facilities Electronics Shop shall perform all programming of the Host Computer and shall assists testing with subcontractor.
5. Micro/5 backplanes and boards shall be directly mounted inside of “Head End” Cooper B-Line enclosure.
B. Card Readers:

1. Card Readers shall be installed plumb in outlet or back boxes unless otherwise noted.  The subcontractor shall provide BUD Industries CU-3283 surface back boxes as required to facilitate installation of new Schlage card readers on concrete or metal walls.  The subcontractor shall also provide and install reader-mounting boxes for behind the glass readers.  The box color shall match the adjacent frame.

2. All Card Reader wiring shall be terminated only at the immediately adjacent door board junction box and at the MICRO/5 as shown in the Details.  Intermediate splices or termination points are not allowed and will result in the removal and re-installation of the offending cable(s).

3. In the event that the reader pig tail is not long enough to be terminated at the door board junction box, jumper wires may be added using LBNL approved AMP connectors and wire and using LBNL approved AMP crimper.

C. Electric Locking Devices, Transfer Hinges and Door Modifications:

1. All electrified hardware shall be installed per manufacturer’s installation instructions as per the UL listing.

2. All locks shall be terminated, inspected and tested per manufacturer's specifications.

3. Modifications to door frames that compromise the integrity of the opening shall be replaced by the subcontractor.
4. A 1N4002, 1N4003 or 1N4004 protection diode shall be installed directly across the coil leads of the device to prevent spikes upon de-energizing of the coil.  This diode may not be installed in any other location except directly at the coil.

5. If an existing fire rated door or frame has to be modified to accommodate the installation of electrified hardware, prior approval by the LBNL fire protection engineer shall be required.  Re-certification of the door and frame will be necessary if required by the Authority Having Jurisdiction.

6. New door and frame installations shall prepped at the factory to accept electrified door hardware and associated wiring.   Conduit shall be installed to the transfer hinge and door contact during the frame installation.

7. Where possible, use a REX switch in the lockset to prevent an alarm from being activated when exiting from the secured space.
a. When using a REX switch in a mortise lock or panic bar that has a key override on the unsecured side, a forced door alarm must be generated when the key is used.

b. Do not use the REX switch in a Von Duprin 7500 series mortise lock. 

c. All lock work will require the appropriate license.
D. Power Supplies:

1. Power supply boards shall be wired and installed in accordance with the manufacturer's instructions using correct wire sizes and insulation types and fuses of the correct rating and size.  Dual male Faston post shall be provided by the subcontractor for DC outputs to multiple locations.

2. Power supplies and transformers shall have all 120 VAC terminals barriered from contact in accordance with UL 508A.

3. Power supplies and their enclosures shall be installed in a neat and unobtrusive manner.

4. Power supply cabinets shall each be vented in at least two locations and have proper louvers installed.
E. Alarm Contacts:

1. All alarm contacts shall be installed per manufacturer’s installation instructions as per the UL listing.

2. All contacts shall be installed as shown on the Drawings.  Contacts for roll up doors shall include the appropriate mounting brackets.  Roll up door and fence contacts shall close in horizontal and vertical alignment per the manufacturer's instructions and shall not collide when closed.

3. Hidden contacts shall be used wherever possible.  If surface mounted contacts are necessary, protect the ends of cable and coil the unused armored cable inside the junction box, making sure the cable is not damaged by sharp edges.

4. Terminate and test alarm contacts such that an alarm condition occurs upon door activation.  Performance of the contacts shall meet the manufacturer's specifications, usually by opening the door 1”.

5. Coordinate programming of alarm contacts with the Project Manager.

6. End-of-line (EOL) resistors shall always be installed at the contact per manufacturer's instructions.

F. Passive Infrared Request-to-Exit Motion Detectors (PIR/REX): 

1. Motion detectors shall be capable of mounting above the secure side of the door to provide a valid request-to-exit function.  The motion detector's detection pattern shall be field adjusted to ensure proper coverage without interfering with nearby foot traffic.  The REX contact cycle time shall be set for no more than one half second, unless specified otherwise.

G. Modems, Network Switch, & Firewall:

1. Network switches and firewalls shall be configured by the LBNL Facilities Electronics Shop.  

2. Network switches and firewalls shall be installed by the subcontractor.
H. Enclosures:

1. All enclosures shall be mounted on backboards and in accordance with referenced standards and regulations in this and other sections of these specifications.  Structural channel may be used in special locations where specified on the Drawings or as directed by the Project Manager.

2. Ensure that there is a clear working area of 30", or the width of the panel, whichever is greater, in front of and the full width of each enclosure to a height of at least 6' above the finished floor.

3. The panel door must be able to fully open to a minimum of 90°.

4. LBNL specified barrel key lock assemblies will be installed by the LBNL Lockshop on each enclosure.

5. The Micro/5 and WIU-4 cabinets shall be tampered as specified in the plan details and terminated at either the tamper input of the Micro/5 or the WIU-4 door board or as specified on the drawings.
6. The Security Junction Box shall be tampered as specified in the plan details only when located in accessible public areas.  Tamper not required if above the finished ceiling or is not accessible.
I. Backboards:  

1. Backboards shall be provided and installed by the subcontractor, as necessary, for mounting equipment panels, power supplies, etc.

2. Backboards shall be 1" thick, treated with approved fire retardant, superior grade plywood, and finished as specified on the Drawings or directed by the Project Manager.

3. Mount backboard 6 inches above finished floor, unless otherwise noted on the Drawings.

J. Grounding:

1. Equipment grounding conductors as required by the NEC and in accordance with other sections of these Specifications, shall return to and be connected to the ground bus of the panel board that supplies 120 VAC to the equipment.

2. Grounding used to achieve maximum signal-to-noise ratios shall be installed according to the specifications and procedures found in the GE-Security Micro/5 Installation Manual.

3. All cable shields, including unused or spare cables, shall be grounded at the Micro/5 end only. Insulate and protect the far end of the cable shields to keep them from accidental ground contact. 

4. The Access Control & Security Head End enclosures, wire gutters and conduit, shall be grounded to each other with bare metal to metal contact.

5. A green #14 grounding wire shall be installed from the shield single point grounding block to the panel ground for the circuit that supplies the panel.
3.2 Installation of Cabling

A. The homerun cables between the Security Junction Box (SJB) and the Micro/5 panel will be provided and installed by LBNL.

B. All wiring and cable shall be installed in raceway consisting of conduit or enclosed wireway or cable tray, which is within the protected zone only, unless noted otherwise on the Drawings or as directed by the Project Manager.  Use plenum rated cable in all locations.

C. All wiring and cables shall be connected to terminal strips or to equipment via factory furnished or LBNL approved connectors.  Cables to rack mounted equipment shall be long enough to allow complete removal of equipment.  Adequate service loops shall be left in all cables.

D. No splices shall be made except at the Reader junction box.  Cables shall be continuous between the reader junction box and the connector on the appropriate Micro/5 board.  Connections may be made by soldering and applying heat shrink insulation or by approved AMP crimper (Tyco electronics model 59250) and crimps no substitutions.  All connections shall be made with the proper tools and procedures as specified by the manufacturer.  

E. Each installer must meet with LBNL Electronics Shop staff representative to demonstrate proper crimping techniques prior to starting work.
F. Wiring and cables within racks, cabinets, wire-ways and gutters shall be neatly strapped, dressed and supported. Cables shall be grouped according to signals carried.

G. Wiring within the “Head End” shall be neat and orderly.  Cables to the cards must be neatly dressed and labeled to the board connectors.

H. Nylon cable ties may be used for wire and cable training and clamping in cabinets, racks and enclosures.  Bundle no more than four conductors or cables per bundle to facilitate manual tracing of wires or cables.

I. Wire and cable labeling shall be keyed to Drawings and indicate origination and destination.  Sleeve labels shall be generated by Rhino label maker or approved equal.  The subcontractor shall provide the label maker, laptop computer and all supplies.  Labeling shall occur at all termination (e.g. board connectors) points, on both sides of splices, on all board connectors (e.g. 8RP and 16DOR connectors) and shall remain visible.  Labels shall not be hidden in cable gutters or buried where they are not readily visible and shall not detach from the cable or connectors during normal cable manipulation.

J. Unused conductors and shields shall be protected from accidental shorting or ground contact.

K. All conduits shall be swabbed before installing wire and cable.

L. Tighten pressure type lugs on equipment and re-tighten 24 hours later.

3.3 Equipment Identification:

A. The subcontractor shall label all readers, power supplies, lock relay boards, PTC boards, fuse boards, network switches, firewalls, and MICRO/5 PXNplus's with a P-touch Pro XL or approved equal.
B. All labels shall be black on yellow, no exceptions.
C. All MICRO/5 PXNplus shall be marked with its micro number address and power circuit. 
D. All card readers shall be marked with its micro address, board number and address on board as shown in the following example: micro 1, board 1, address 00 1-1-00.

E. All single gang readers shall be labeled with a 1” P-touch Pro XL label on the left or right side of the reader.,
F. All mullion readers shall be labeled with a ¾” P-touch Pro XL label on the left or right side of the reader.
3.4 ACCEPTANCE TESTING AND COMMISSIONING

A. Testing and commissioning shall be done according to the LBNL provided instruction and check off form.
B. Testing and commissioning shall be performed with and in the presence of LBNL Facilities Electronics Shop.
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