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The Regional Security Office welcomes you to Guadalajara.  We hope you will enjoy your visit.  This briefing paper has been produced to make you aware of some security issues and post policies that may concern you during your visit.  It contains information on personal conduct, crime, terrorism, civil unrest, security procedures, and emergency contacts.  Regardless of your sponsoring agency, the Regional Security Office is here to be of service to you. 
There has been a significant rise in drug cartel violence and street crime in Guadalajara over the past year. Automatic weapons battles between rival drug cartels and local police is now common place during daylight hours in areas frequented by American citizens. For your own safety, please ensure that you read the Department’s Travel Warnings and Warden Messages pertaining to this region of Mexico by using the following link for regular updates: 

http://guadalajara.usconsulate.gov/service.html
It is also critical that all American visitors abide by the current travel restrictions. Most importantly, the Travel Warning recommends no/no “inter-city” travel after dark.
CONDUCT

All TDY visitors are viewed locally as representatives of the U.S. Government and are expected to maintain appropriate and reasonable standards of conduct.  This policy means that visitors should not become involved in threatening, violent, embarrassing, or other incendiary behavior with Mexicans or other foreign nationals.

PersONAL SECURITY – CRIME /ATM&CREDIT CARD/DEMONSTRATIONS

CRIME:

The Bureau of Diplomatic Security has rated Guadalajara MEDIUM for crime.

While there is no evidence to indicate that criminals are specifically targeting U.S. citizens – most victims are merely targets of opportunity.  Pickpockets, purse snatching, scams, and express kidnappings are the most common forms of crime confronted by visitors.  Crowded market areas, parks, parks and tourist attractions are areas that are prone to this type of activity.  

Ostentatious displays of wealth are magnets for thieves in Guadalajara.  Wearing expensive jewelry, watches and displays of large amounts of cash can draw unwanted attention.  Everyone is encouraged to limit the amount of personal belongings you carry.  Men should keep their wallets in a front pocket, while women should be extremely careful when carrying a purse or handbag.

Based on the current threat environment, it is crucial that all personnel take responsibility for their own actions and adhere to the following instructions: Be conscious of your surroundings, maintain a high level of self-awareness, watch for suspicious activity, and vary your routes and times.  Do Not, whenever possible travel alone

ATM CARDS / CREDIT CARDS:  
ATMs are plentiful in Guadalajara; however they can be the launching pad for an express kidnapping. Express kidnappings are a common type of abduction and are based on the 24-hour withdrawal limit placed on ATM cards industry-wide. The victim is generally held for 24 to ​48 hours and is forced to withdraw funds from a series of ATMs. 
In order to protect yourself against ATM related crime and to lessen the chances you will become a victim, the RSO office recommends:

Closely monitor anyone who handles your card.   Most restaurants in Guadalajara have the portable credit card machines in order to complete the transaction at your table.  Insist that they use this machine or walk with the waiter to the station while they run your card.  If a clerk makes a hard copy, retrieve the carbons.

Keep low-limit credit cards. Keeping a low limit on your credit cards restricts the amount of money that thieves can steal. Although not exactly a prevention tactic, it will help if you fall victim. 

Sign all credit cards. Sign all credit cards immediately upon receipt. You can also write "Check ID" so that the clerk will ask for ID for verification during a transaction.

Cancel credit cards that you do not use. It is important to cancel all credit cards that you do not use and to monitor the ones that you do use. 

Be aware of your surroundings. The first step to prevent skimming is understanding what is going on around you. When at an ATM cover the key pad when entering your pin. Prior to inserting your ATM card, check the ATM card reader to make sure that it looks appropriate and is not altered.

Take your receipts. Do not leave receipts at ATM's, teller windows, gasoline pumps, or with a clerk. 

Protect your PIN.  Some people make it easy for criminals by writing the PIN to their Credit or ATM card on something that they keep in their wallet, or even worse--writing the PIN on back of the card itself! Please don't do it. Commit the PIN to memory as it is very obvious that a thief having the card and the PIN is not going to work out well for you.

DEMONSTRATIONS:

Peaceful demonstrations protesting various U.S. policies and the war in Iraq occur at the consulate periodically.  Other public protests (political, union, special interest) occur regularly in Mexico. 

TRAVEL – TAXis / PUBLIC TrANSPORTATION / Local Police

TAXIS:

The best crime defense for any visitor in Guadalajara is to avoid the use of "libre" taxi cabs, which are poorly regulated and often criminally-linked.  “Sitio” taxis are far safer and more reliable, and worth the added expense.  Currently, all taxis in Guadalajara are being issued registration numbers beginning with the letter “GDM”, 
24 Hour Radio Taxi Service is always available thru the concierge at the hotel.  If in doubt, please contact the Hotel or Consulate operator during business hours at the following number 3268-2100. After hours, please have the hotel, restaurant, etc. call a Taxi for you.
It is highly recommended that you use caution when venturing out alone after dark.  If you wish to visit restaurants/nightspots in the city go with a group or in pairs - - there is some safety in numbers.  Always remember to maintain your level of awareness and be cognizant of events around you.

PUBLIC TRANSPORTATION:

While there are many forms of public transportation in Mexico, many are prone to safety and security problems.  Metro, city buses, and microbuses are somewhat crowded and can pose problems, as pickpockets work the most crowded, busiest routes.  Their routes are also not easily navigable.  Tourist buses are generally safe within Guadalajara proper however; travel on the highways can be precarious, especially at night.  In general, using a sitio taxi has proven to be the safest method of transportation.

LOCAL POLICE:

Police corruption and police involvement in criminal activity is well-known in Mexico. Consequently, citizens are often indifferent to police authority. The general perception is that the majority of crime victims do not report crimes against them due to fear of reprisals by the police, the belief that police are corrupt, or the feeling that nothing would come from such reports.  Guadalajara police are widely considered to be underpaid. Mexican police enjoy little respect from the general population. Reporting crime is an archaic, exhausting process in Mexico, and is widely perceived to be a waste of time except for the most serious of crimes or where a police report is required for insurance purposes.  

The RSO advises everyone to cooperate with the police if stopped or questioned.  In addition, you should always identify yourself as a diplomat working for the US Consulate and request to call the Consulate before proceeding any further.  (RSO recommends that employees always keep a copy of their Diplomatic or Official passport, or Diplomatic carnet on them at all times. 
HOTEL SECURITY

Never give out your key or openly discuss your room number.  Do not tell strangers where you are staying, and make sure you lock your valuables in the hotel safety deposit box.  Watch for suspicious activity as you enter the hotel and your room.  If you have visitors, especially ones that you have just met, have them sign in at the hotel and show their identification.  Do not open hotel room doors for unidentified or unexpected visitors -- ask for identification first.  Develop a plan or emergency course of action should a crisis situation develop such as a fire, demonstration or attack outside your hotel.  

CONTACT REPORTING

U.S. Government employees traveling or residing in a foreign country should realize that they will always be potential targets of intelligence services.  The extent of that interest may be shaped, in part, by the nature of one’s access to people, places, and information. An effective counterintelligence program requires that an employer and employee work in full cooperation.  The State Department has implemented policies to protect the security of the United States and its employees, while ensuring that the privacy of those employees and their freedom of association are not intruded upon.  The contact reporting policy outlined below seeks to ensure that security risks to persons or to the U.S. Government are identified at the earliest possible opportunity and deterred, and that protective steps are taken to avoid compromise of U.S. Government employees and national security interest.   The policy, which is Post specific, has been approved by the Mission’s Counterintelligence Working Group (CIWG) and applies to all direct hires, TDY personnel, U.S. military, contract employees and dependents that are under the authority of the Chief of Mission (COM).   Per 12 FAM 262 All employees are required to notify the RSO when:

1. Illegal or unauthorized access to classified or sensitive information is sought.
2. Employee is concerned that he/she may be the target of actual or attempted exploitation by a foreign entity.

Contacts with foreign nationals must be reported at the first opportunity when there are indications that potential developmental activity may be occurring.  Development activity may be indicated when an individual:   

· Repeatedly appears in “chance encounter” situations, including large social 

      functions;

· Attempts to obtain detailed biographic information or gossip on an employee;

· Actively seeks to develop a close personal association or establishes

      unsolicited recurring personal contact;

· Unexpectedly or unnecessarily interjects a third party into an existing two

      way official or social relationship;

· Seeks to obtain substantive, political, economic, military or sensitive info.

· Offers to help with temporary financial difficulties or perform other favors;

· Suggests or encourages violations of the law;

· Requests meetings in increasingly isolated places and urges you not to tell

      anyone else about the relationship.

Additionally, employees must report  (file a DS-1887, Foreign Contact Report, with the RSO) the initial contact with a national from a country rated at the critical human intelligence (HUMINT) threat level when the national attempts to establish recurring contact or seems to be actively seeking a close personal association beyond professional and personal courtesies.  Critical HUMINT posts are listed on the Department’s Security Environment Threat List (SETL).  This policy applies to all U.S. Citizen Employees of the U.S. Government (USG), civilian or military, including contract employees, whether permanently assigned or TDY, who are under the authority of the Chief of Mission.  If you have any questions as to which countries are rated at the critical HUMINT threat level, please contact the Regional Security Office.   

In addition to the Contact Reporting requirement, 3 FAM 4100, "Employee Marriage, Equivalent Bonds, and Cohabitation," remains valid and enforceable.  This policy contains both generic and country-specific reporting requirements.  In general, reporting is required when an employee is contemplating marriage to any foreign national and must be accomplished in writing at least 120 days prior to the expected date of marriage.  This long lead time is necessary so that appropriate checks and a background investigation can be conducted on the proposed spouse.  

Reporting is also required when an employee:

· Cohabits with any foreign national

· Develops a romantic or sexually intimate relationship with any foreign national

· Develops a continuing relationship with any foreign national  

TERRORISM AND POLITICAL VIOLENCE

STATE DEPARTMENT THREAT RATINGS (September 2010)

Transnational Terrorism – Medium

Indigenous Terrorism – Low

Political Violence - High
While there do not appear to be any Middle Eastern terrorist groups currently active in Guadalajara, lax immigration controls, the ease in which fake Mexican travel documents can be obtained and Mexico's geographic location make the country an attractive transit point for potential transnational terrorists. 

CLASSIFIED MATERIALS, COMPUTER SECURITY and CELLULAR TELEPHONES

Please remember that not everyone at the USCG Guadalajara has a security clearance or a “need to know specific information.”  Take the proper precautions and avoid discussing classified information, your personal affairs and the personal affairs of other employees in public areas where it may be overheard (ie. Starbucks, taxis, restaurants and your hotel room!).  Never assume that any unclassified telephone is secure from outside monitoring.

Classified material use, storage, discussion, or processing must be conducted in spaces identified as Controlled Access Areas (CAA).  Classified materials must not be removed from the CAA for any purpose.  Classified material may only be processed on computer equipment designated for such purpose and must never be processed on “unclassified” equipment.  If a floppy disk is used to save classified material, it must be labeled as classified and never used again in an “unclassified” computer (please contact the IPC if you have any questions).  No classified material may ever be taken home.  

All classified material must be stored in accordance with regulations when there is no cleared US employee present and CAA’s must be fully secured when no cleared US employee is inside.  Non-cleared employees or visitors are not permitted in the CAA without a cleared U.S. employee escort.

As with all government computers, there is no expectation to privacy.  Computers, e-mail and electronic files are subject to search and or inspection at any time and without prior warning.  There are three types of computer terminals available in the Embassy, Sensitive but Unclassified, Internet and Classified.  Do not interchange computer media between the different terminals.  Keep your computer media marked and segregated to avoid inadvertently using the wrong media on the wrong system.  Do not download commercial software computer applications or executable files for use on your government systems.  If you have a commercial software application or executable files, you wish to install on your government system please contact the ISO first.  The ISO will determine if it is acceptable or not and if authorized by the ITCCB will install it for you.  The use of personal thumb drives or flash drives are not permitted.  You may not use any personal equipment on government systems.  If you can justify your need for a thumb drive, one will be procured, correctly marked and issued to you.

Electronic devices (Radios, cell phones, cameras, IPODs, personal data assistants (Blackberrys), laptops, and pagers) are PROHIBITED within CAA space.  Cellular telephone cabinets are located outside CAA spaces for your convenience.   
EMERGENCY PROCEDURES AT USCG Guadalajara
The Embassy's Emergency Alarm System was designed to alert the Consulate  employees of emergency situations.  In the event of an emergency, the RSO will activate the alarm and make a brief announcement or issue instructions, if possible.  The following is a description of the alarms and steps required if an alarm is activated. 

Fire: Steady alarm. Employees should quickly secure any classified materials and log off all computers. Proceed to the designated gathering/assembly point and ensure a floor warden is aware of your whereabouts. 

Terrorist/Duck and Cover:  High-Low alarm.  Use the duck and cover method by using your desk or laying on the floor.  Stay away from windows and do not attempt to leave the area until instructed to do so by an appropriate security person.

Floor wardens are designated for each office to act as a control mechanism for drills and actual emergencies.  However, it is of the utmost importance that all employees are familiar with emergency plans and procedures.  

Consulate COMPOUND ACCESS

Official hours are 0800-1700, Monday through Friday except holidays.  Only Direct Hire American employees have 24-hour access to the Consulate.  All cleared Americans who plan to access the Consulate during non-Consulate hours must follow consulate opening and closing procedures as posted on the Intranet.
All TDY personnel must wear the appropriate badge at all times while on the consulate.  If you do not have a valid Department of State ID badge, the RSO will issue you a temporary badge.  Badges are to be worn on the outermost garment, above the waist and clearly displayed.

Consulate ID System

Blue – Cleared American (TS/Secret)

Yellow – FSN or Dependent (No Clearance)

Red – Contractor (No Clearance)

INCIDENT REPORTING

Immediately report all crimes, suspicious incidents and/or suspected surveillance to the RSO.

EARTHQUAKE PREPAREDNESS 


-Stay calm and alert.

-Find shelter in a supported doorway or under a desk away from windows.

-Use the stairs, not the elevators, to evacuate the building.

-After the quake, move to a safe area (assembly location if at embassy).  

-Follow the instructions of emergency and/or security workers

-Be aware that there will likely be smaller aftershocks and that fire is a common post-earthquake threat. 

HEALTH CONCERNS

One should take normal precautions with regard to drinking water and eating fresh fruits, vegetables and salads.
EMERGENCY TELEPHONE NUMBERS

The telephone numbers listed below are the primary numbers you should use to report a security incident or an emergency.  During normal working hours (08:00 to 17:00 hours Monday thru Friday) call the Regional Security Office at 3268-2100 extensions 2107, 2208 or 2196.  For non security emergencies after working hours or on weekends and holidays you can reach Guadalajara Duty Officer using the following cell phone number: 044-33-3137-2833. For emergencies requiring immediate police or medical attention, please call “066” (this is the equivalent of 911 in the USA) and then call the Duty Officer.
TDY SECURITY BRIEFING ACKNOWLEDGEMENT FORM

The Diplomatic Security Service and USCG Guadalajara have established a policy of providing security awareness briefings for Temporary Duty Personnel.  In accordance with this policy, sign and return this form to the RSO office.

I acknowledge that I have read the briefing on the date indicated below at which the following topics were covered:

· Conduct

· Personal Security – Crime / Demonstrations

· Travel – Taxis / Public Transportation / Local Police

· Hotel Security

· Contact Reporting

· Terrorism and Political Violence

· Securing Classified Information; Computer Security; and Cellular Phones

· Emergency Procedures at the Chancery

· Embassy Compound Access

· Incident Reporting
· Earthquake Preparedness

· Health Concerns
· Emergency Phone Numbers
 ______________________________________        ________________ 
Printed Name





  Date

______________________________________

Signature



TDY 
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